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Attempt All Questions:
1. Describe Pattern matching with respect to detection.

Define False Positives with respect to NIDS.
Define Evasion of signatures?

Consider the following situation:

We saw a case a while back where someone used their google account at a
computer lab on campus. She made sure her google account was no longer open
in the browser window before leaving the lab. Someone came in behind her and
used the same browser to re-access her account. They started sending emails
from it and caused all sorts of mayhem.

Identify the type of attack in above scenario? What should you do?

6. Explain following rules/commands with respect to snort scenario:

s WD

i.  elaborate following screenshot of snort:

a8 00 7D User — ssh — 80x24
Last login: Thu Aug 2 17:11:45 on ttys0ee
Lions—Mac:~ User$ ssh root@l92.168.2.4
root@192.168.2.4"'s password:

satishb3gs:~ root# chmod 777 keychain_dumper
satishb3gs:~ root# ./keychain_dumper

Generic Password

Service: ids

Account: identity-rsa-public—-key
Entitlement Group: apple

Label: (null)

Generic Field: (null)

Keychain Data: (null)

Generic Password

Service: ids

Account: identity-rsa—-private—key
Entitlement Group: apple

Label: (null)

Generic Field: (null)

Keychain Data: (null)

Generic Password

ii.  Explain the command:
e tcpdump -n -r fvar/log/snort/snort.log.<timestamp>
o Alerttcp !192.168.100.0/24 any — 192.168.100.0/24 any
e ipvar MY IP ADDRESSES
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