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Web Security 

ÅWeb now widely used by business, 
government, individuals 

Åbut Internet & Web are vulnerable 

Åhave a variety of threats 
ïintegrity 

ïconfidentiality 

ïdenial of service 

ïauthentication 

Åneed added security mechanisms 



Web Traffic Security Approaches 



SSL (Secure Socket Layer) 

Åtransport layer security service 

Åoriginally developed by Netscape 

Åversion 3 designed with public input 

Åsubsequently became Internet standard 
known as TLS (Transport Layer Security) 

Åuses TCP to provide a reliable end-to-end 
service 

ÅSSL has two layers of protocols 



SSL Architecture 
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