National Institute of Technology, Hamirpur ﬂ@ﬂmmm

Information Security
CSP410 Unit-6 Web Security

Instructor. Dr. LokeshChouhan
Assistant Professor

Computer Science and Engineering (CSE) Departmer
National Institute of Technology (NIT)
Hamirpur (H.P.) INDIA
E-Mail: Lokeshchouhan@gmail.com, lokesh@nith.ac.ir
Mob: +91-8989243999827235155




National Institute of Technology, Hamirpur

Web Security

A Web now widely used by business,
government, individuals

A but Internet & Webare vulnerable
A have a variety ofhreats

I Integrity

I confidentiality

| denial of service

| authentication

A needadded security mechanisms
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Web Traffic Security Approaches
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SS L$ecure Socket Layer)

A transport layer security service
A originally developed bi}etscape
A version 3designed with public input

A subsequently became Internet standard
known aslLS (Transport Layer Security)

A usesTCRo provide areliable endto-end
service

A SSL hassvo layersof protocols




National Institute of Technology, Hamirpur

SSL Architecture

provides the transfer
service for Web
client/server interaction,
can operate on top of
SSL.

are used in the

management of SSL»
exchanges

55L Change
Handshake | Cipher Spec
Protocol Protocol

basic security services to

various higher-layer SSL Record Protocol
protocols







